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CYBERSECURITY OF FINANCIAL SERVICES IN AN INTELLIGENT
TRANSPORT SYSTEM

Economic development requires constant improvement. Given the global
trends in the spread of new information technologies and networks, there is a
need to push the boundaries of digitalisation and the transformation of economic
processes. Their introduction into the field of financial and economic activities
affects the dynamism of social engineering. A prominent example of such
integration processes is the expansion of Intelligent Transport Systems (ITS). The
introduction of digital technologies into socially important areas of activity
promotes the rational use of available assets and the reduction of transaction
costs.

Indicators of globalisation are the growth of trade in the international arena
and the increasing intensity of transport flows. The digital transformation of
problem solving in the transport and logistics sector and the development of a
unified digital transport space will ensure the control and protection of financial
and material flows, which in turn will contribute to the rational use and efficient
maintenance of transport networks in urban infrastructure [1, 2].

The functioning of intelligent urban transport systems is based on the stages
of information collection, traffic analysis, traffic modelling, data exchange, traffic
and vehicle management. The integration of electronic payment systems into the
ITS structure is a factor in increasing competition in the goods and services
transport market, meeting passenger needs and safety requirements.

One of the economic aspects of ITS is the possibility of providing fee-based
services, which has increased the mobility of society and the volume of tangible
assets that the system handles (Figure 1) [3].
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The basic element of ITS is vehicles, which are no longer physically
independent from communications and networks, and as the capabilities of so-
called connected vehicles have expanded, the potential for cyber attacks has
increased. Today, the development of IT technology is not considered without
taking this issue into account.

—————p  Automatic tax collection
——»  Toll road user fees

—  Payment for overloading of vehicles
—»  Insurance and repairs

Payments for fuel, parking, fines, tickets and [ .
other services Ei e

Figure 1 Use of electronic payments in ITS

The convenient integration of banking services into ITS has a number of
downsides. First and foremost, the increase in public user information and certain
financial transactions using mobile apps, contactless payment technologies or
using OBU capabilities reduces the cybersecurity of the transport and financial
system. The main types of ITS cyber attacks are all kinds of information transfer
protocols (ARP, DHCP, VLAN, MAC), firewall violations and authentication.
For the financial system, there are certain differences, characterised by breaches
of business logic processes, interpreter attacks and manipulation of sensitive data.

As the practice of leading countries shows, the fight against cybercrime and
attacks is only effective if an information environment is created to monitor and
control the state of the entire system. SIEM systems can be a solution [4].

The SIEM system is required to collect and analyse information security
events for any abnormal activity in the network. This solution allows you to
process data from other systems deployed in the network: DLP systems, firewalls,
routers, servers, IDS systems, users' workstations.

The system automatically generates alerts for interested parties. It allows the
formation of flexible configurations to suit the specialist's needs. In addition, the
SIEM system is able to provide an evidence base in case of any internal incidents
and their investigations.

Consequently, electronic payment transactions in an intelligent transport
system environment have information vulnerabilities that require methods and
tools to enhance their security.
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NH®OPMAINIMOHHBIE CUCTEMBI
B KOHTPOJUVIMHT'E BUBHEC-TIPOINECCOB HA TPAHCIIOPTE

V3meHeHre BHEIIHUX YCJIOBUI ()YHKIIMOHMPOBAHUS — 3TO BO3MOXKHOCTB ISl
MPEANIPUATHH TPaHCIIOPTa KapJHHAIGHO W3MEHUTH CBOE ITOJIOXKEHHE Ha DHIHKE,
MIOCKOJIbKY 0€3 M3MEHEHHH BCe ycTapeBaeT, YTO TOPMO3HT pa3BUTHE.

CeronHst BakHBIH (hakTOp JJIs TOBBIIICHUS PEHTA0ENLHOCTH M NPHOBUIb-
HOCTH, a TaK)XX€ YIPaBJICHUS NMPEANPHUATHAMH SIBISIETCS IPOLECCHBIH MOAX0M K
MEHEKMEHTY, T. €. MAaKCUMaJIbHasi OPUEHTAIHS MTPOIIECCOB Ha HYKAbI M 0KHAa-
HUS KIHEHTa, KOTOpas MOXXET OOEeCHeYnTh XO3SHCTBYIOIIEMY CYOBEKTY
CTaOUJIbHBINA SKOHOMHYECKHit ycnex [1].

[TpoueccHsIit MOIX0/T MO3BOJISIET OMPEENATh KITIOYEBbIE POLECCH U yIIPaB-
9T uMH. OO6BeanHUB 000COONEHHBIE NeHCTBHUA MOApa3feNeHUH U OPHUEHTH-
pOBaB MX Ha JOCTHXECHHE COBMECTHOW IIETH, MOXHO YIPABIATh pe3yIbTaTaMu
JeATeNIbHOCTH OpraHm3aiyy. IIpy 3TOM B paMKaxX IaHHOTO IIO/XO/a YIIpaB-
JICHYECKHE CHCTEMBI JOJDKHBI OBITh OPHEHTHPOBAHBI HA YIPABICHHUE KaXbIM W3
MIPOIIECCOB IO OTJEIBHOCTH U BCEM KOMIUIEKCOM OM3HEC-TIpoIieccoB [2].

@dopmupoBaHHE KOHTPOJUIMHIA HEBO3MOXKHO 0e3 ydyera HMHGOPMAIMOHHBIX
texHosoruil. Crnpoc Ha MHPOPMaNMIO U MHPOPMAIOHHBIE YCIYTH B 00nacTu
SKOHOMHWKH M yTpaBJeHHs 00ecTieduBaeT pa3BUTHE, paclpocTpaneHrne u dddex-
TUBHOE HCIIOJIb30BaHHE HH(GOPMAIMOHHBIX TexHoJornid. Hammume Oosbimoro
o0beMa BXOIHBIX JAHHBIX M UX HECOIOCTaBMMOCTh OOYCIIaBIMBAIOT CIOXHOCTh
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