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ABTOMATHKA, TEJEMEXAHHUKA H CBA3b

VIK 621.38

K A. BOYROB, doxamop mexnuveciare nayx, Beaopyecxuii zocydapemeernbiii yausepcumem mpancnopma, 2. 'omens, I, B. KOM-
HATHBIH, xandudam mexuumeciioe wayk, Nomenvcxuii 20cydagpemeennuiti mexuusecuit yuueepcumem um. I O. Cyxozo

OBECNEYEHHE ©®YHKIIAOHAJILHON H HHOOPMAITHOHHOMN BE3OMACHOCTH
MHAKPOJJNEKTPOHHBIX CHCTEM YIIPABJIIEHHA IBICKEHHEM IIOE3TOB
C YYETOM HOBBIX BHAOB YI'PO3

PaccMaTpHBalOTCH BONPOCH COOTHOMEHNS HH{pOpManEOHHOH H dyHKmoBansHof 6e30NaCHOCTH M HX BIHAHMS Ha oOocmedcHHe
$e30RACHOCTH JBHKEHHSI NOC3IOB MHKDOINEKTPOHHEIY CHCTEM KENC3HOMOPOKHOH aBTOMATHKH M TeneMexatux. TIpusesenn HopMa-
THBHEIC NIOKYMEHTH, oTpakaomue TpeGopanng mo ofiecnedennio madopManponnoH U GyrkunoHaNsHOH Ge30MacHOCTH anmapaTHo-
NpOTPAMMHEIX KOMITACKCOE CHCTEM JKelleSHOZOPOKHOH aRTOMATHKH M TefleMeXaHMIH. ToKavaHO BIMAHHE HOBHIX BHIOB YTpo3 KHGep-
4TaK H MNIEKTPOMATHUTHEIX aTaK Ha 0e30MacHOCTh ABIDKCHAA TI0€3H0B. T10IyTeHHEIC HAYYHEIS PE3YNbTATH! MOZRONSIOT IPORGMTS OlieH-
KY co0TBeTCTBHA TpeSoBaHnaM K dyHKuHoHankHOH, WHpOpMaLMOHHOH! H KHOEPIRINUIICHHOCTH, & TAKEE NPOTHOIAPORATH NOBELSHHE

MHKpOEKTPORHEIX CHAT npH 31eKTPOMAarHUTHHIX aTaKax.

a WEMeIHONOPOKHOM TPAHCIIOPTE CRCTEMBI KE-
E3HOAOPOXKHOI ABTOMATHKH M TeleMeXaHUKH
(CXKAT) mpu3pansl B MepEYIC ouepenh ofecmesuts Ges-
ONIACHOCTh ABIDKeHHA Noe3aos. IToBHmMeHHEe TpeboBaHHA
no ofecreveHino 6e30NacHOCTH ABIDKEHHA MOS3A0B HATAramH
H 0cobbie MeTomel nocTpoerna CHKAT. Panes CHCAT cepo-
JHCH Ha OCHOBE armapaTHOH peammalH ¢ HCTOIB30BAHHEM
CTIEHANBLEEIX pefie IIEPROTC KITacca RANSKHOCTH ¢ HECAMMET-
puIHBIMM oTEa3aMH. [IpH 2T0M He cymectBorRanc npobmeM
olecnieseHrd HH(OPMAIEOHHEOM (e30TACHOCTHE U JIOKA3ATENh-
cTBA (FyHKIHOHATHAOH (e30MACHOCTH H YTPOS NpeJHAMEpen-
HOTO 3MeKTPOMATHATHOTO BosfieticTeas Ha COKAT.

Coppemenrnie COKAT CIpoATed Ha OCHOBE amIIapaTHO-
NporpaMMHEIX koMITIekcoB (AITK) ¢ Hemomb3opaHueM MHK-
POEKTPOHHOR SMemMeHTHOH 6231 ¢ CHMMETPHYHBIMM OTKA~
saMi. i AITK C2KAT npumsro pasmuuate cornacko I'OCT
P 534312009 mea Bupma RepaGoTOCHOCOOHOIO COCTOAHNA:
3AMUTHOE | onacHoe. [Ipy 5T0M B 3AMHTHOM COCTOAHHH BCe
¢yHamy no ofecnedeHino Ge30MACHOCTH ABIKEHHS TOS3NO0B
COOTBETCTRYIOT TpeGOBaHHAM HOPMAaTHBHO-TEXHHYECKOH Jo-
kyMenTammH (HTI). B onacHoM cocTosHMy 3HAYEHWE XOTA
Gn omHOrO mapaMeTpa mo ofecnedenro GyRKImM Oezomac-
HOCTH ABIDKEHHS MOE3J0B HE COUTBETCTBYIOT TpeGOBAHMIMM
HTJ. B onacHO¢ COCTOAHAS CHCTEMA TISPEXOONT NpH HAJH-
9YHH ONAcHOFD OTkaza. J ROBMOXKHOCTH OLEHKH HamuuMs
ONACHHIX O0TKA308 AMA kakcuod u3 ATTK CKAT wm e xom-
DOHEHTOB (BOPMYTHPYIOTCS KPHTEPRH ONACHEIX OTKa30BR B
cooTeercTEylommx HTI.

CortacHe HODMATHBHBIM  HOKyMeHTaM (Demepaneaas
ay»6a 0o TeXHIMeCKOMy B 3KCIOpTHOMY KoHTpoymo Pocchu
(OCTIK) MuEKpoNeKTPOHHEE 1 MERponponeccoprsie ATTK
CXAT oTHOCATCA K KPHTHISCKAM CHCTeMaM HHbOPMALHOH-
Holt mmdpacmpyxrypel (KCHH), B Benapycy — K KpHTHUECKH
BOKHBIM o0pekTaM FHGopMaTisamm (KBOH), Tak xe xak B
NpakTHYSCKH BO BCEX 3alamHBIX cTpaHaX. K coxamemio, B
Pecrybmixe Bemapych Be Boe CHAT othecenst k KBOHL

Bonpocw vhdopMamionrHoi §e30nacHOCTH TAKMX CH-
CTeM PpETJIAMEHTHPYIOTCA padfiMdHBIMH  TEXHHYSCKMMH
HopMaTuBHO-MpasoBbIMA akTaMH (THIIA). K ocHOBHEIM
HOPMATHBHBIM JOKYMEHTaM IJIA aHAJNH3A SAMIHINEHHOCTH
wHopMaimoEHBIX TexHoaorul (UT) oTHocATes craHmap-

1 TOCT P HCO-M3K 15408 (3 wactu) u I'OCT P UCO-
M3K 18045 2012 u 2013 ronos (B PecnyGmike Benapych
310 ctaHgapthl CTE ¢ HoMepamu 1, 2 w 3 cepru 34.101
2014 roga).

OtmenpHble acnekThl ocoferHoctedt KCHH (KBOLH)
yateHsl B cTaHgapte CILIA NIST 800-82 (2011) u cTanaap-
T1e EEC 62279 (2012) Railway applications. Communica-
tions, signaling and processing systems. Software for rail
way control and protection systems (JKeneszuwie moporm.
CHCTeMBI CBT3H, CUTHANHZAMK H oGpaboTki nanHex. [Ipo-
rpaMMEOe ofecnedeHNe CHCTeM YTIPABNCHHA H RAL{HTH HA
HeNeIHBIX. AOPOTAX). DTH CTAHIAPTH OTPaHHIEHb! PAMKAME
MPOTrpaMMHO-TEXHHIESCKOTO YPOBHA HH(opMampoHHoil Ges-
OTIACHOCTH, 9TO BIIONHE AOCTATOYHO JAS ONEHKH NPOAYKTOR
anoPMAHMOHHBIX TeXHOIOrH. ONHAKC WX He HOCTATOYHO
na Muxponpoueccopaex CHAT.

Crienyer OTMeTHTB, 9T0 OGBEKTOM 3AIIHTHI ¢ MOIULHHA
mipopMamorHoll GeronacHocTa ABNAETCS HH(OPMALIHA.
OcHopHbME TPeGORAHAAME 10 3AMETe HHGOPMALHH, LHp-
kymapyiomeii B AIIK CXKAT, spnsetcs ofecneuenne ee
KOHQUICHIHATLHOCTH, LEAOCTHOCTA H AOCTYNHOCTH. IIpH
aToM ofecnedenne KOHQHICHIMATLHOCTH mnpuobpeTaet
BTOPOCTENMEHHOE 3Ha9eHMe, NMOCKONbKY HHPKYJIHPYIOMAd B
AlIIK CHKAT rexronornueckas HHpopMalia He MpencTab-
JIAET AHTEPECa ¢ MO3NMMH e€ XHIMESHHI H JankHelmero ne-
MOJL30BAHHA B KOPLICTHHIX WM 3NOHAMEPEHHNX AcHCTBH-
X, BoJiee BaXABIMA ABJAIOTCH TpeGORAHAA NO LENOCTHOCTH
H J0CTYNHOCTH HHGOPMALIHH,

IlenocTHOCTE MpelmoNarasT EAASKHOS H Ge3omacHoe
YNpaBNEHHE 33 CIET COXPAHEHHS KOHTPONS HAL CTPYKTYpPOi
YOPaBNAIOIIAX BO3ACHCTBHIA, a JOCTYIHOCTE — HAA MX ABTO-
pusanmeli H BpeMeReM NOABIICHHA.

ATIK CXAT nocTpoeHEI TAKAM 00pasoM, 9TO JIHMUO,
npuHEMatomee pemenus (JI[IP) (mexypHbii mo craHiam,
JACTeTYeP, MAMIKMHNCT H Ip.} HCOOJE3YET 3TY HE(GOPMAIRO
TONBKO NO NPAMOMY HAIHAYEHHIC OpPraHH3alMH ABIDKCHMA
NOE3A0B HA CTAKIHAX H y9acTKaX icenesHoll aopord. H na-
ke eclii Mo ounbke MIN 3noMy ymeicay JITIP nonertaercd
CO3JATh CBOMMH JAcHCTRUAMHE Ha ABTOMATH3HPOB2HHOM pa-
Gouem mecte (APM) ycnmoBma, Bemynpic K HAPYIIEHHIO
fesonacHocTh ABWKeHMO Moe3aos, To AITK CHKAT npum mx



HCOPABHOM COCTOAHHH He HOMYCTAT 3TOTO HCXOOA M3 3a-
JNOKEHHBIX B HHX TpPHHLUMOAX HEROMYINEHHA ONACHOTO
OTKa3a,

Bonpoce! e HapyeHHs BERecTHOCTH HHGOpMaumH
OO/DKHE! PeIIAThCS WIBECTHEIMHM METOAMH KOEHPOBaHHSA,
KBHTAPOBAHHA, KPHOTOrpadHy 1 APYTHMH H SBIMIETCA OCHOB-
HEIM TIpeamMerom ofecnedennn mHpopMatpoHHoH GezomacHo-
cri AIIK CXKAT e cootsercTrE ¢ TpeGopanmau HTTI,

Muxponponeccoparie AIIK CHAT oTHOCATCA K HIDK-
HEMY YPOBHIO HHpOpMALHOHHOH HHOPACTPYKTYPH YIpap-
FIEHHMA KeNC3HONOPONHBIM TpaHcTiopTroM. K TakuM cHeTe-
MaM, B NePEYI0 oUepemb, NPebABJAIOTCA MOBBIMEHHbIE
TpefoBamma K obecnedeHnio Ge30NacHOCTH JBHAKEHRA TO-
€340B, TO €CTh ONpeJelbiomnue HX GYHKIHOHAILHYIO Oe3-
ONACHOCTB, MPH OTKa3aX, omHbkax [IO H BHeIHMX BO3-
JeiicTBHI, B TOM YHCRE B KHOESpaTaKax.

Jna AIK CXAT Gonee BaxHBIM gBideTca obecrede-
HHe WX PyHKUHoHANBHON OesomacHoctd. Hpm sTOM 00B-
€KTOM 3aMMTH NpeaMeTa YRKIHCHANbROH (Ge30NacHOCTH
ABNAETCA HEJOMYIIEHHe OMAacHOT0 oTKaza. Ima sroro mua
pasnHgHBIX 3IeMeHTOoR, ycTpolicte cucteM JKAT w mpo-
rpammuore obecnegenrs AITK CXAT po B3amMOCBA3IaH-
ueix ¢ TP TC 003/2011 crannapTop GOpMyIHEPYIOTCA 9€T-
KHe OJHO3HAUHBIE KPHTEPHH ONACHOrO OTKA3a,

OcHoBHLYe NpEAIMOE  ofecneueHns  (e30IacHOro
(YHKUHOHHPOBARAA CHCTEM YIPABICHHI OMpPele/AoTCa
KoHIemumel, npuRATod paspaboruukoM. HauGonemee
pacnpoCTpaHeHHS MOMYIHNA CHERYIONAL KOHIEMMA obec-
nedeHHA GesonacHOCTR: «ONUHOUNIE OTKAIE alMAPATHEIX
¥ NPOrPAMMEEIX CPeACTB HE AOJLKHEI TIDHBOAMTL K OMAc-
HBIM OTK33aM H AOIKHE! 00HApYXUBATRCA NMpH pabodmx #
TOCTOBEIX BOACHCTRIVIX 0 TOTO, KaK B CHCTEME MPOH30li-
JeT BTOPOH OTKA3».

OCHOBHEIM ¢TOCOOOM peann3alii JaHHOH KOHLEMIHA
ABNAETCA MApa/UlefibHOE BRINONHEHHE OTBETCTEEHHEIX
QYHKIDTH B HECKONBKHX REIMHC/IMTENBHBIX KAHANAX (MHO-
roxaHanbHas o6paloTKa) ¢ NOCHEAYIONFM CPABHCHHEM
pesyneTaTon. ECIH pe3yNsTaThi BEMFCIEHHN B PAATAYHEIX
KaHaNax COBNAJAIOT, TO CYHTAETCA, YT CHOTEMA HCIPABHA
H NpaBHABHO BLiOMHAET cBOM yEkmmH. Ecim Habmona-
eTCd PACXOWACHHE, TO NPHHMMAETCA PEIIeHHe O HANMIHA
OTKa33a B CHCTEMe U BEIHONHSSTCA te OTKIIOTeHH e ([epexon
B 3AIIMTHOE cocToAnrme). [IpH TakoM momxone mobsle omH-
HOYHEe OTKa3Hl HE MOTYT NPHBECTH K ONAcHOMY OTKA3y,
T. K. BEIpafioTKa ONACHOTO YNpPaBIMIOMIETe BO3OeiCTBHA
GnokmpyeTcd BTOPHIM HCIOPABHBIM KaHalnoM. Ilepexond B
2AMUTHOS COCTOAHEE TIPA OGHAPYXKEHHH OTKAa3a TapaHTH-
pyeT, 9T0 K OHACHEIM NMOCASOCTEMAM He TPHBEAYT IOCHe-
IYIOIIHE OTKA3EL.

OCHOBONIONATAIOWAM  <BEPTHKANBHEIM?  CTAHAAPTOM
pepxHero yposHA «Umbrellastandard» ana dyHKumoHANL-
Ho#i Ge3onacHocTH seagerca MOK 61508 «DyHRIMOHANB-
Hasa GeI0TIACHOCTh CHETEM AMEKTPHRECKHX, HISKTPOHHEIX,
MPOTPaMMADPYEMBIX JNEKTPOHHEIX, CBAIAHHLIX ¢ Oesomac-
HocTeIo» (IEC 61508 Functional safety of electrical/ elec-
tronic/programmable electronic safety-related systems),
BEIIOYANOIARN ceMb dacTelf.

Crangapr paeT ofme NOHATHE © (YHKHHOHATBHOM
GesonmacHOCTH, BIMOUAET B cela ofmpme Tpebosamist X op-
TaHH3AUH HH3HEHHOTO IUKJIA CACTEM, CBASAHHLIX ¢ fe3-
OMACHOCTHIO, B METOHNE, KOTOPEI® MOI'YT HCHONB3OBATHCS
oI JOCTHXEHNA 3aJaHHOTO YPOBHA MOMHOTH Gezomac-
HOCTH.

O6mme nmomoxenna MOK 61508 aeranusupoBaHB 1A
NOTEHIHAIBHO OMACHBIX obnactell. CymecTByeT paj cTaH-
HapToB B 00macTH (yHKUMOHANBHON Ge30MacHOCTH ML
PasMMHEX oTpaciel, HAnpHMep:

— IEC 62425, «Railway applications —~ Communication,
signalling and processing systems — Safety related electronic
systems for signalling» (crcTeMBI JKelle3HOMOPOXKHOI aBTO-
MATHKH H TeeMEXaHuKA); _

— IEC 61511, «Functional safety — Safety instrumented
systems for the process industry sector» (cHCTEME ynpaBie-
HB OTIACHBIMM TIPOT3BOICTBAMHK);

— IEC 61513, «Nuclear power plants — Instrumentation
and control for systems important to safety» (cHcTeMbl KOH-
TPONA H YTIPABJICHRA ATOMHEIX CTAHIME).

B asporocmmteckoii orpacma M3K 61508 He ucmons-
IYIOT, HO HCIOML3YIOT TakoH ke moaxod. JInA aBHOHHKH
paspabortan crangapT RTCA DO-178C «Software Consid-
erations in Aitbome Systems and Equipment Certification»,
B KOCMHMeCKOH OTpacnH CTaHmAPTHl paspalaThBAlOTCA
KOCMIMSCKHMA AreHTCTBAMH, HanpiMep, NASA Henomssy-
et cradnapt STD 8719.13 «Software Safety Standard».

Ha teppuropun Eppasuiickoro 3K0HOMHYECKOTO COK03a
OCHOBHBIM AOKYMGHTOM, OTOpeNeNAlOmEM TpeOoRaHAA B
ofnacTH QYHKUHOHATEHOH Ge30MacHOCTY, ABIIETCH TeXHU-
gecknif pernamenT Tamoxendoro cowosa TP TC 003/2011
«0 GezomacHOCTH HHPPACTPYKTYPHl KENME3HOROPOKHOTO
TpaHCHOpTa». PerTaMeHT YCTAHABAMBAeT Tpe(oBaHMA X
HHPacTPYKTYpe KeNeSHONOPOHOTD TPAHCTIOPT?, BKMIO-
9ad CHCTEMD JKeJle3HOA0POXKHOH apTOMATHKH. B ¢BOIO 0ge-
penb jgeranwsamus TpeGomaHUit OCYIIECTRIMETCS ¢ NOMO-
IBIO pAja ToAAep HBarOIIHX cTaHAapToe (FOCT).

K tarkum crdHpapTaM B oOnact $yHKIHouaNbHOH Oe3-
ONaCHOCTH CHCTEM KeJIe3HOROPOKHON ABTOMATHKH MOXKHO
OTHECTH:

—TOCT 334322015 «be3onacHOCTE PYHKIHOHATBHAL.
[Monmrrka, pporpamMa obecnieuerms GezomacHocTH, Jloka-
3ATENBCTBO GE30MACHOCTH OUBEKTOB JKETEIHOAOPOKHOTD
TPAHCHOPTAN,

—I'OCT 33433-2015 «BezonacHocts (YHKIHORANBRAN.
YapapneHie pUCKaMH Ha XENe3HONOPOKHOM TPAHCIIOPTEY;

~TOCT 340122016 «Anmaparypa emnesHOTOpOXHOR
ABTOMATHKH H TeleMeXaHHKH. O0Iue TexHmueckHe TpeGo-
BaHHAY.

Kpome Toro, AMeeTca pAA HALUHORANBHEIX CTAHAAPTOE
cTpal EBpasHiickoro 3KOHOMHYECKOTO COKO33, TapMOHH3H-
poEaHHBIX c0 cTanaapTaMulEC man EN, nanpmqep:

- CTB IEC 61508-2014 «®yukumonansHas Gezomac-
HOCTh ICKTPHYCCKHX, ICKTPOHHRIX, NPOTPAMMHAPYEMBIX
3MEKTPOHHLIX CHCTEM, OTHOCHIMUXCA K GezomacHocTiy;

— CTB IEC 62425-2011 «Xenesuwie noporu. CHCTEME!
CBA3H, CHIHANH3AUWH H o0paboTKu AAHHEX, DNEKTPOHHEIE
CHCTEMBI CHTHATH3AIMH, CBA3AHHEIC ¢ e30MaCHOCTRION;

— CTB EN 50126-1-2011 «Xeneanste goporu. TpeGo-
BaHHA H MOATREPRACHHE HAISKHOCTH, MPHTOAHOCTH K 3KC-
TUTyaTallMH, PeMORTONPHTOIROCTH H GezonacHoctn. Yacts 1.
OcHOBHEIE TpeGOBAHHA B O0IIHIE NpoLeccy;

— ['OCT P M3K 615082012 «DyHximoHabHan Ges-
OMACEOCTE CHCTEM 3MEKTPHUECKIX, MMEKTPOHABIX, NMPOTPaM-
MHPYSMBIX YASKTPOHHEIX, CBA3AHHEIX ¢ Ge30MacHOCTEION;

-TOCT P M3K 62279-2016 «Xenesunte goporu. Cu-
CTEMEl CBA3H, CHTHANM3aUHM H ofpabotkm jpaHHEbX, Ilpo-
rpaMMHoe o0ecleueHHe CHCTEM YIPABNeHHS W 33IMUTH HA
JkeNe3HBX AOPOTaxy;



—I'OCT P M3K 622802017 «KenesHrle poperH. CH-
CTeME] CBA3H, CHTHANM3ALUHH H o6paboTkn nanasx. Tpedo-
BaHHA K ofecnevenmio GesomacHoit mepemadn HHGbopMa-
IHH»;

— CT PK EN 50128-2012 «Kenesurie aoporu. Cucrte-
MB TENEKOMMYHHKAITMOHHBIC, CHTHATHIAIMOHHBIE M CH-
¢TeMBl I o0paGoTKH SAHHBIX, MPHMEHAEMbIE Ha Kejes-
HeIX Joporax. IIporpammuoe ofiecriedeHHe A CHCTEM
YIpaBNeHHA N 3aMUTH HA XKeAeSHBIX JOporaxy.

Ofman TeHAeHIHA MOCTSJHHX JIeT [OKa3piaeT COJH-
keHUEe HopMaTHBHOI Gasul Esponetickoro corosa ¥ Eppa-
3HiicKOT0 SKOHOMHYECKOTO CO0I03a 33 CHYET NpHMeHeHUA
emquHEIX cTaHgaptoB MOK, xotd gaHHRIE nmpolece eme He
3aBepHIEH.

KoMinekcHbiii noaxon K oLEHKE COOTBETCTBHA NpO-
rpammHoro ofecnieueiua (IIO) ATIK CXAT, yuutwiBalo-
muif TpeGoBasna x QyHKIHOBANEHOMH H HHGOpMalHOHHOH]
GezonacHocTy, otpaxer B CTO P 02.049-2014. (As-
TOMATH3HPOBAHHBIE CHCTEMHl YOPAaBIEHHA TEXHOMNOTHIE-
CKHMH TPOLIECCAMH U TEXHUIECKHMH CPEACTBAME Kenes-
HOZOpokHOTO Tpancnopra. TpeGoBaHns k $yHKUHOHANL-
sHo#ft m HupopMmamuouHoH Gez0mACHOCTH NPOrPAMMEOTO
obecnenenud. ITopAaok OLIEHKH COOTBETCTBRA), B KOTCPOM
BBEACHO NOHATHE KHOESP3AIMMIHEHHOCTH. 3TO COBOKYII-
HOCTE HMOMHTHK H AeficTBuli, KOTOPEIE JOMKHEL GHITH Ipel-
IPUHATE T4 3aI0MTHI KPUTHIESCKH BAKHBIX OOBEKTOB OT
OECTPYKTHBHLX MH(pOPMALHOHHAX BosneilicTeult (HecaHk-
UHOHHPORAHHEIA AOCTYI, KOMIBIOTEpPHAA aTaka, MporpaM-
MHO-aNNAapaTHHE 3aiUIaJKH, HeJeKIapHPOBAHALIE BO3MONC-
HOCTH, HCKAXKeHHE, YHHYTOXKeHHe HHOpMaLiH), Hampas-
AeHHBIE Ha HapymeHHe MTATHOTO (PYHKIHMOHHPOBAHUA
mukponpoueccoprerx AITK CHKAT (pucynox 1).

HupopMaumounas Q}éﬂxunonanbnaa
0e30nacCHICTE r :30““’ "01_;?
06::’“. ST — 10 offeciieqenc Ge30NACHOCTH
(popuatmia JIBMHEHNS N0C3I0B
&
Kuiep3amaumeHHOCTE
3amuTa COLEKTOB YNPABICHUS
OT NPEOASMEPEHHETX ATAK

Pucynok 1 — Ctpykrypa kubep3aumeHHOCTH

Muxponporeccopaeie AITK CKAT, uMeroT cnemytoniue
AOTMONHUTENbHEIE oCco0eHHOCTH ¢ No3miMit obecmedeHma
KHOepalHOIEHHOCTH N0 CPaBHEHHI0 ¢ MAacCOBRIM «IIpO-
MuHUTeHHEM» ACY TII:

- — rnapHoil Hensio KnbepaTakd Ha MHKPONPOLIECCOPHEIS
AITK CXAT sapnaerca He nHpopmaia caMa no cebe, a
BOZMONKHOCTE BO3EHCTBHA Ha HCTIOMHUTENEHBIE O0BEKTEL,

— BO3IMOXKHAA aTaKka OyJeT HalpaBjieHa Ha BBIBON M3
c1poa MukponpoueccopHolt AIIK CHAT (8 Tom wHene H
MCTONAMH 3JIeKTPOMATHATHCTO TEPpOPHZMA) TIA HapyIme-
HHA (pyHKIHOHANEHOH Ge30IIacHOCTH, a CNENOBATENILHO, H
HapyMeHHs He30MacHOCTH IBUKCHIA NOCII0B;

— araka moxer OBITH HaNpaBIeHA HA KOHKPETHBIE
(HanGonee omacHHe MO MOCNEACTBHAM) oObexTel AIIK
CXAT (xoHTpoanepsl YHPABICHHA MHCHONHHTENTBHEIMH

oGbexTaMH) ¢ MOMOIBI COELMANLHO paspaGoTaHHEX
CPEeACTB, MOTOMY TPAAHUMHOHHBIE (MAalNOHHBIE) CpeAcTBa
SAMHTE MOTYT ObITE Hea e K THBHBIMH.

HauGonee peankHol H onacHoif o MOCJHEACTBHAM fAB-
ngeTca poaMoxHag DDOS xubeparaka (oTkaz B obcIysH-
BAHHMH) MyTeM NepexBaTa TIOYMBIIUIEHHHKOM YTPaBAcHNA
W 3afiaHHe CEeKyDIero MapiipyTa B NOpJAOBHHE CTAHLIMH, SB-
IIOMErocA BpakIeOHHM BCEM MapIOpyTaM NpHeMa H oT-
MpaBKH, TeM caMbIM OMOKMPYIOMMM JBIDKSHHE IOE3I0B
(Oe3 Hapymera yonoBuil Ge30MacHOCTH IBIDKEHNT) B ITPH-
HoCAmMM Gonbmoll MaTepraneHbiit ymep6. Ho Takas araxa
MOMeT OLITE MAaPHPORAHA CTIELHAABHBIME TEeXHHISCKHMH H
OpraHW3allHOHHEIMH MEPONPHATHAME, OIHMH H3 BO3MOMKHBIX
BapHAHTOB KOTOPEIX paspaforaH ¢ Benl'VTe.

OpHAM M3 HOBHIX BHAOR YIPO3 MHKPONPOLECCOPHBIM
AlTK CXKAT sBnfiercd «3NeKTpOMarHUTHHI TeppopHzM»,
CYTh KOTOPOIO 3aKM0YaeTCA B NpeiHAMepeHHOM Bosiei-
CTBHH CBCPXIIAPOKOTIONOCHEIM HMITYITECOM BEICOKCH 3HEp-
THH.
Epponelickam cor3oM B pamkax «Seventh Framework
Programme» B npockre SECRET security of Railways
against Electromagnetical Atacks (3anmaTa xene3HOmOpOK-
HEIX CHCTEM OT BO3ECHCTBAS 3MEKTPOMATHUTHBIX ATAK),
OCHOBHOi LIe/IEI0 KOTOpOro ABASAETCH OLCHKA PHCKOB H MHO-
CHEACTBMEA SMEKTPOMATHHMTHEIX (OM) aTak Ha CHCTEMEI JKe-
AC3HOAOPOXHON ABTOMATHKH H TeNeMeXaHHKH, OBUIO BHIjE-
JeHO TPM OCHOBHEIX BYIA M aTak:

1} OM aTakd, IENB0 KOTOPHIX SBIACTCA PazpyIlcHHE
3JIeKTpOHHOTC 00opyaoBaBHA;

2) OM araxm, Uebi0 KOTOPHX ARIASTCA H3IMEHEHHE Iie-
pedapaeMoii HHG$OPMaLA A OTNPaBKH JIOXKHOH HHbOp-
MallHH KOMNIOHEATaM Jele3HONOPOXKHKNE CHCTEMBI;

3} OM aTakH, KOTOpbI¢ HALIEJICHK Ha OIOKAPOBKY nepe-
dapaeMoll TAQOPMAOAA MEXIY KOMIOHEHTAMH jKelle3Ho-
AOPOXHOH CHCTEMBI, 9TO0R HAPYIIMTEL paloTy CHCTEMM X
TIOBIHATh HA €€ BOIMOMHOCTH,

Bo3peficTene MHPOKONONOCHEIX EMIYALCHEDY MOMEX HA
muKposnekTporusie AIIK CKAT Moxer BBIIBATE;

— cBou B paGoTe 0OLEKTHREX KOHTPO/IEPOB KaK Haubonee
OTBETCTECHHRIX Y3NOB, EIIMIOMMX HA BO3MOMKHOE HApyHIe-
HI€ YenoBHif Ge30TTacHOCTH ABHKEHWA OE3I0B;

— 0TKa3 OUBEKTHBIX KOHTPOLTEPOB, BLIBAHHELIH (H3Hue-
CKHM TIOBPEKECHHEM H paspylIeHHeM MHKPO3REKTPOHHOM
3NEMeHTHOH Gashl; '

— ¢Gorn H orkasel B pabore nNpHeMONEpeIAIOIIHX
YCTpolicTE KaHa/0E CBS3H, ¥TO NMpHBEAET K HapYIICHHIO Tie-
penaan pHpopMatuy B cacTeMe JKAT;

— ¢60H H oTKa3H B paloTe YIIOB CAMONPOBEPKA W ATma-
PATYPBI 32IINTH HEPOPMALIHE MHKDOTIPOECCOPHEIX MHEOTO-
xanampubex ATTK CHKAT,

— NOBpeXIeHHe H paspyllieHHe yCTPOHiCTB XPAHSHHA J0N-
roppeMenHolt HHPOPMAIRH B HEHTPANBHEIX KOMIBIOTEPAX H
APM AIIK CHAT.

Orclona cnenyer, 4re po3feiictene CHINII moer mpu-
BECTH K HapyIIeHHIO Kak HHpOpMaLMOHHOM, TaKk H QYHKI-
OHanbHOH 0e30macHOCTH OFHOBPEMEHHO. 3T0 00CTOATE/D-
CTBO JeNaeT ykazaHHOe bosfielicTRue OoAee onacHBIM, UeM
wufepaTaka HIH HCKOKCHNME ammopHTMOB palorm ATIK
CXAT.

Cnenyer Taioke yaareieats, 910 AITK CXKAT sBrmorca
pacTpeiecHHBIME cHcTeMaMa. X anmaparypa TeppHTOpPR-
ANBHO pasHecena Ha Gonsmme paccrosmus: moctsr DL, 1T,
IyTEBEIE MAPKH JKeNE3HONOPOKHEIX CTAHLMMN, DEpPeC3NbI,



neperossl H ap. IlosToMy 3amMTa TAKMX CHCTEM IIYyTEM
ONEPATHABHO-OXPAHHEX MEPONPASITHH HO NCPHMETPY TEp-
pHTOpHA 00BCKTA 3aTPY AHUTEITLHA.

CBepXIAPOKOIIONOCHHE HMIYIIBCE], B OTIBTIHE OT TPATH-
[HOHHBIX FCTOMHHKOR MOMEX, 00IAZAIOT pacTpensnenHeM
CleKTpanbHOH WIOTHOCTH B AManasoHe or coten MI'm mo
enurpnl IT'm, T10 mO3BOMAET MM JIETKO mpoHukate B ATTK
MMEKPOSMEKTPORHBIX YCTPOHCTE 4epes HapasHTHBIC eMEOCT-
Hele KaHansl, OrmanmensHolt ocoGernocTsio CLITHIT asima-
€TCA TAKKe COHIMEPAMOCTD JNHTEABHOCTH BO3ICHCTBAI HM-
MYILCOB € IIMTEMBHOCTRO PafOvHX H TAKTOBEIX FMITYJIECOB
AITK CXAT, 910 menact HX SHAYMTENEHO ONACHEe, 9eM YKe
HIY9YEHHOE BOZJECHCTEHC 3NEKTPOMATHHTHOTG HMIYIIECA BH-
COTHOTO AIEPHOTO B3PEBA MAKPOCEKYHAHON ATHTENEHOCTH ©
IMpHHOH criekTpa oT ¢HaUn X1 1 Ko coteH MI'n.

[TpH mpoBeNcHHRA HCTHTAHHA HA YCTOHIABOCTE K BO3-
Jetictimio CLIHIT o6EMAC ACHONEIYIOT CHelHaibHELE Te-
HepaTopHl ¢ U3TYYaTeldMH Ha OCHOBE AHTEHHOH pemeTkn
13 TEM-pyrnopop WIR HJIy9aTenell Ha ocHOBE napabonmm-
geckuX pedaekropos. Hcxong H3 »TOr0 MOXHO NPEIHOL0-
KHTb HCTIONE30BAHHE TAKMX K€ METO/ACE W TIPH TIPE/IHAME-
pPeHHOM BO3JeiCTBHH «IIEKTPOMATHHTHOM TEPPOpPHIME)
Ha Muxposiextponrnie CIKAT. Pynmopumie msaydaremu
obpazytor cepHiecKHe, CPAaBHHTENBHO CIAGOHATpABNEH-
HEIE¢ BONHEL, a napaGonmveckue pednekTopel GOpMHPYIOT
IIOCKYI) OCTPOHANPAaBAGHHYID BOJHY ¢ INHPHHOH nma-
rpaMMbl B HECKONBKO IPAgycOoB.

B ycnoensx mpaMol BHAEMOCTH o0beKTa mopakeHHA
AOMYCTHMO HCTIONE30BATE BEIPAKCHMA INA NONA YKA3aH-
HEIX THIIOB BOJTH BO BpeMeHHO# o6nacTi:

— IINOCKad BOMHAa
Y
E(R,r)=1—Emf[r—£Je 23 (1)
2 ¢
— ¢hepreckas BOMHA

E(R,t):—;—E,,,f(t—%]e'”, )

rae E(R,{) — MTHOB¢HHOS 3HAYEHME HAMPKEHHOCTH 3MIeK-
TpEaeckore noms, B/M; E, — aMIINHMTYIa HaNpAKeHHOCTH,
cosgarras reHeparopoM CIIUIL, B/mM; R — paccTogmme, M;
{ — BpeMA, ¢, ¢ — CKOPOCTL CBETa, M/c; ¥ — KoadpHImenT
JATYXAHBA, M .

W3 npreeneHHEX BEIpAKEHIIE CREMyeT, 9TO IVIOCKaA BOM-
HA 3aTyXaeT 33 CYET PaccesHUa B Cpe/ie, KOTOpoe B ROSAYIN-
HOM MpOCTPaHCTRE JocTatodHo ciaGo. Céepraeckas BoHA
3ATYXaeT ¢ PacCTOAHMEM W 33 C9eT paccesHuA B cpeae. [lo-
ITOMY ILIOCKHE BOJIHBI ARISIOTCA HaHOONee ONAcHRMK ¢ TOT-
KH 3peHi GyHKIMOHHpOBaHHs armapaTyphl CXKAT.

H3 npupedeHHOTO COOTHOMEHHA ANA IWIOCKOH BONHE
CTemyeT, UTO BOJIHA B TOUKE HAOIDONCHHMA WMEeT Ty XKe
$opMy UTO B BOIHA, MATYICHHAS anTeHHOl. AMIMTYZA
BOJIHE! B TOUKe HAOMIONCHAA MANO W3MEHACTCA NO CpaBHE-
HAIO ¢ H3MydacMoli aHTeHHOH reHepaTopa. OTBEpPCTHE B
kopmyce-skpaHe armaparypl AITK CXKAT phpesaer us
({pOoHTA BOITHEI HMITYJILG HAIPSKSHHOCTH Mok E(f), dopMa
KOTOporo copmagaer ¢ Qopmoli UMIykca H3mydYeRHOM
BOJIHBL. JTOT HMITYJIEC HEPEH3IYIAeTCA HEOAHOPOJHOCTRIO
KOpITyca, KOTopad B 2TOM CJIydYae HIPaeT Ponk IapasHTHOMH
npHeMonepeJalolleli aHTeHAL], BHYTPh KOpOyca, AMIIH-
TYOE MPHHHMaEMOTO W H3JIYYaeMOTO HMITYNECA CBA3AHBI
K03 pHIISHTOM HCTIONB30BAHHA.
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Ko Epy ypran + (3)
rae Eypmn — AMILTHTYJ3a H3TY4AaEMOTO MMOyAbca, B; K, —
KO3(pHIMEHT HCTIONE3ORARMA; E,,mpwm — AMIVIHTYAA OpH-
HHMAaeMOTo HMMYJIECA, B.

DopMa H BpEMEHHBIE NapaMeTphl 00OMX MMITYALCOB
copnagamT [1].

Ecan npe#iTd Kk cnekTpaibHoif opMe omicanud H3mya-
€MOT0 HMITYJLCA, TO M0 H3BECTHEIM aHATHTIIECKHM BhIpa-
#KeHw™M [2] MOTYT GHTEH BHYHMCICHBI XApaKTEPHCTHKH I0-
MEXOBOTC 3ACKTPOMATHHTHOTC NOJIA B MECTaX pacloNoxke-
HHa yinor ammapatypel AITK: cocTapmmompe BekTOpa
HaNpPAMECHHOCTH SJIeKTpHYeckod cocrapmsmomell nona u
aHeprua nomex. [IpHueM ypoBeHb JHEPTHM IOMEX Ofpele-
NFeT NOCHEACTBHA 3IeKTpoMaraMTHOM araku Ha AIIK
CXAT [3]. [TomyweHran TakuM cIOCO0OM OLEHKA aHANIH-
THMECKAM METOAOM ABNAETCH MecCHMHCcTHYECKoH, Tax Kak
NEPEKPHEAET BCEe BOSMOMKHEIE PE3OHAHCH B 3JEKTPONHHA-
mugecko# cucteme TC AT [4].

IMpu Bo3ACHCTEHY HA TO XK€ OTBEPCTHE TEHEPATOPOM-
HMHTATOPOM CBEPXITHPOKONONOCHBIX MMIYJIBCHEIX TOMEX,
HANPAKCHAE TEHSPATOPA TAKKE CONAST HMMIVJIEC HATRS-
WCHAOCTH NONA B OTBEpCTHH. YACTOTHEIE CHeKTp 2TOTO
AMIYIECE ONPSAENACTCA YACTOTHHIM CHEKTPOM HMMYNLCA
BANPAKCHAA TCHEPATOPA H IEOMETPHIECKHMH pasMepaMH
omepetid [2]. Torza 1Mo M3BECTHOMY CTISKTPY HANPMKEHHO-
CTH 3MEKTpHYecKol cocTammmomed mimyaacmoro CITHATI
MOXKHO HAHWTH CTIEKTP HAMNPOKEHHA B PACKPHBE OTBEPCTHA, A
34TeM ¢ MOMOIBI odpaTHoTo Mpeobpazosanns dypee — AM-
nymec HanpsmxeHd. IlogoGpas reHepaTop COOTBETCTBYIOIHX
HMMITYJILCOB HITH BO3ACHCTBYS Ha OTBEPCTHE HMITYIIECOM, IKBH-
BANEHTHEIM HMITY/TECY Hanpmkewwa ot CIIIMIL, moxHOo co-
3HaTh B Kopmyce ammaparypel AITK CXKAT ommHakoeoe mo-
MEXOBOe TI0JIe M TaKAM CIIocoGOM KOCBEHHO OLIEHMTE MOCe-
cTElA ApoRuKHOBeEHS B AITK CHAT sneKTpoMarHHTHOTO
HMTYIECa TIpeNHAMEPEHHOT BosHeitctera. HamGonee 6inrz-
xuM K CIITHT mo dopme MMnyneca ¥ MIHpHHE CIEKTpa AR1A-
€TCs HMIYJIEC CTAHEAPTHOIO TeHepaTopa MeKTPOCTATHIECKIX
paspAaoB, Hanpumep, B cooreercremd ¢ TOCT 30804.4.2.
TIpornosuposanwe paborer AITK CXKAT npu npepsamMepes-
HOM BO3ACHCTBHA OCYMECTBIMIETCA NPU HIBECTHOM Paccrog-
HHH MPAMO# BHANMOCTH H [P ANOAAraeMbIX XapakTepHCTHEAX
HeToB3yeMoro rexeparopa CLIHTI & (1).

C apyroit cTOPOHH, BOSMOMKHO PAcCCHHTATL CIICKTP HAMps-
KEHHOCTH MOJI, CO3JAaHHOTO B PAcKPBBE OTBEPCTHA HMITY)Ib-
COM TEHEPATOPa, H PAcCUMTATh TECCHAMACTHMECKYIO OLISHKY
napaMeTpoB MOMEXOBOTO HOMA BHYTPH KOPITyca almapaTypsl
ATTK CXAT no aHATMTHYECKHM BRIpAKEHMIM M3 [2]. 3arem
PAacCUMTATE AMIUTMTYAY HANPOKEHHOCTH HMITYNbCA, MpHHH-
maemoro CHIATT no (2), npuieM m3mydaeMbii HMITYJIRC H
HMIYIEC FeHepaTopa Mo cOBNARAIOT Mbo CBAAHE YCIIOBH-
€M SKBHBAIEHTHOCTH. B 3aBepIlcHrRe oIpencIHTEL NapaMeTph]
renepatopa CIIHII Ha paccTosHHH mpamMol BHAUMOCTH IO
(1) 41 NOMYy9HTE KOMMNEKCHYIO OUSHKY NOMEXOYCTOHIMBOCTH
g CINHE v yMITy/Ieca reHepaTopa.

IIpH HCMONB3OBAHHH TAKOTO TogXoHNa He Tpebyerca
NPOBOZINTE PCTIHITAARA B 0e39X0BBIX KaMepaX MAH Ha OT-
KPHITEIX MAOMAAKaX ¢ HCOOALIOBAHAEM AGPOTOCTOAINMX
reHeparopor M mamydatencl CIIHII ¢ sanpaxkeHHCCTIMA
IMEKTPHYECKOTO MOJA OT eAHHHL J0 coTeH KB/M. Kpome
TOro, NpolieSypa HCNLITAHHI yiKe He SBISeTCA THOTO MITH-
pHYeCKoif, a OCHOBHIBAETCA Ha PERY/BTATAX AHANHTHYECKOTO
MOJeMHpoBaHHA NoMex B amnapatype AITK CXKAT.



Jina npaxTHdeckoll peann3anAN OMACARHON METONNKH,
YCKOPEHHS PacvueTOR B HayUHO-HCOMenoBarciLckoli mabo-
paropun (HHAI) «Be3onacHOCTE @ MEKTPOMATHATHAA COB-
MeCTUMOCTE  TexHHueckHx cpencran (BOMC TC)
HWMKTa opu Benl ¥Te paspafiorana nporpamma [3], ko-
TOpasd OCYINECTBIET PacueT NAPaMeTPOB MOMEX BHYEPH
XOphyca-)KpaHa ¢ HeoAHOpOIHeCTAMH. IIpenycMoTpeHa
BOZMOIKHOCTh PACUeTa NTAPaMEeTPOB MOMEXOBOTO M3y CHHMA
OT KPYTHOTO ¥ NPAMOYFONLHOTO OTBEPCTHIL, TOHKOMH MENH,
GONTOBOTO COSAHHEHVA, MpH BO3ACHCTBMH Ha anepIypy
GHIKCTIOHEHIHANBHOIG M TAYCCOROTO HMITYARCOB HATPA-
jkeHus. TIpH >TOM B OKHE NPOTPaMMBI BEIOHPAIOTCA BHZ
HAMITYIIBCA, (hOpMa HeOMHOPOAHOCTH IXPaHa, 3a4al0Tcd IMa-
pPaMeTphl MMIyJLCa, HEOAHOPOAHOCTH, KCOPAHHATE] TOTKH
HaGmoneHNns BHYTPH Kopiryca. 3aTeM B pesynbTate pabors
NPOTPaMME! MONE30BATENE MOTY9acT 3HAYCHHA COCTABIA-
IOMHX ReKTOpa TIOTOKA JHEPTHA B 3afaHEOf HM ToHKe
HaQumoAeHnA.

Tlonyueno 09.10.2020

Takum oGpasoM, momydeRHele 3 HAN «B3MC TC»
Benl'VTa Hay4HBle Pe3sYNBTATH NO3BOJNAIOT NPOROIRTH
CLIEHKY COOTBETCTBHA N0 TpeboBaHAIM K (YEKIHOHANBHOIH,
uHGoOpMALHORHOH U KHGepie30macHOCTH, a TAKKE MPOTHO-
suporath nopeferne AITK CXAT npu npemHaMepeRHOM
po3feticTern CINHATL.
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K. A, Bochkov, D. V. Komnatny. Ensuring functional and information safety of microelectronic traffic control

systems, taking into account new types of threats.

The issues of comrelation of information and functional security and their influence on ensuring the safety of train traffic of microelec-
ironic systems of railway automation and telemechanics are considered, The normative documents reflecting the requirements for ensur-
ing information and functional security of hardware and software complexes of railway automation and telemechanics systems are given.
The influence of new types of threats of cyber attacks and electromagnetic attacks on the safety of train traffic is shown. The obtained
scientific results make it possible to assess compliance with the requirements for functional, information and cyber security, as well as to
predict the behavior of microelectronic SCATs during electromagnetic attacks.
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